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Mpunoxexue

METOONYECKWUE PEKOMEHOALIMA
O PASMELLEHMN HA UH®OPMALIMOHHbIX CTEHOAX, O®PULIMATIbHbIX
WHTEPHET-CAUTAX U APYTNX UH®OPMALIMOHHbLIX PECYPCAX
OBLLEOBPA30OBATEJIbHbIX OPFTAHU3ALIUA 1 OPFAHOB, OCYLLIEECTBINSAIOLLNX
YNPABJIEHUE B COEPE OBPA30OBAHUA, UHOOPMALIUKN O BE3OMNACHOM

NOBEAEHUU U UCTNOJIb3OBAHUU CETU "MHTEPHET"

Okecneptamn n YneHamm BpemeHHon komuccun Coseta ®egepaunmn no passuTnio MHHOPMaLMOHHOMO
obLecTBa B paMkax BbINMOMHEHUSA peKOMeHAAaUUA napnaMeHTCKUX cnywwaHuin "AkTyanbHble BONpoChI
obecneyeHus 6e30nacHOCTM U pa3BUTUSA AeTel B UHOPMALIMOHHOM MPOCTPaHCTBE", KOTOPLIE MPOLLM B
CoBete ®enepauun 17 anpensa 2017 r., Obinv paspaboTaHbl MeETOAMYECKME peEKOMEHALUN O
pasmeLleHnn Ha MHPOPMALMOHHBIX CTEHAAX, OMLManbHbBIX MHTEPHET-CanTax u apyrux
MHOPMaLIMOHHBIX pecypcax ob6LleobpasoBaTenbHbIX OpraHn3aLumii U OpraHoB, OCYLLLECTBIISOLLNX
ynpasreHune B ccpepe obpasoBaHusi, MHdopmaLmm o 6e3onacHoOM NOBEAEHUN 1 UCMONb30BAHUN CETU
"iHTepHeT" (Danee - meTogu4eckue pekomeHaauunm).

MeToanueckne pekoMmeHaaunm HanpasneHbl HA Ka4eCTBEHHOE MOBLILLIEHNE YPOBHSI MHOPMAaLMOHHOM
AeaTenbHOCTH 06Leobpa3oBaTenbHbIX OPraHn3aumin U OpraHoB, OCYLLIECTBASAIOLWNX yNpaBneH1e B
chepe obpasoBaHus, B 4acTu MHPOPMUPOBAHUS YHaLLUXCS, UX POAUTENEN (3aKOHHbIX NpeacTaBuTenen)
1 negarorndecknx paboTHUKOB 00 OCHOBHbIX acnekTax MHpopMaLMOHHOW 6e30MnacHOCTH.

MeToguyeckune pekoMmeHaaunm no3BOJIAT O6Ll.l,606pa3OBaTeJ'leblM opraHunsauunsam n opraHam,
OCYLLECTBINAKLNMM yrnpaBlieHne B ccbepe 06pa3OBaHMH, aKTyanmampoBaTb YXe UCMNOoJib3yeMble U



pasmMelLeHHble MHOPMAaLMOHHbIE MaTepuarnsl, Tak U MOATOTOBUTL X B CIy4ae UX OTCYTCTBUSI C y4eTOM
NyYLMX NPaKTUK U peKoMeHaaLMWiA.

B pamkax meTogu4eckmx pekoMmeHaaLmin paccmaTpmuBatoTCs CreayroLmne NMHCTPYMEHTHI:
1. NHpOpMaLMOHHBbIE CTEHAbI;
2. ohuumanbHble UHTEPHET-PECYPChI;

3. cpeacTBa MaccoBOW MHGOPMaLUK (LLKOSbHbIE Fa3eThbl, NeJarornyeckme n3gaHus n apyrue).

UHdopmaunoHHble cTeHabl

Ha nHdopmaumnoHHbIx cTeHaax B obLeobpasoBaTenbHbIX OpraHn3aumsax, pacrnonoXeHHbIX B dovie
yypexaeHun n B KabmHeTax, OCHaLLEHHbIX NepCoHanbHbIMU YCTPONCTBaMM ANS BbIX04a B CETb
"UHTepHeT", pekoMmeHayeTcs pasmecTuTb MHAPOPMaLMOHHbIE MaMATKMN, COAepXaLlne OCHOBHbIE COBEThI
no obecneyeHnto NHPOPMaLIMOHHON 6Ee30MaCHOCTM yYaLLUXCS.

B npunoxexun N 1 Kk MeTognyeckum pekomeHaauusam npeacrtasneH obpasew, namaTky Ans pasMeLleHnst
Ha MHPOPMALIMOHHbIX CTEHAAX.

CpeacTtBa MaccoBoW UH¢opMauumn

B cpeacTtBax MaccoBoi MHOpMaLum, OpUEHTUPOBAaHHbIX Ha 00YYaloLLMXCS, PEKOMEHOYETCS B Te4YeHne
y4eGHoro roga perynsipHo nybnvkoBaTb MHPOPMAaLMOHHbIE MaTepuarbl, MOCBSALLEHHbIE OTAENbHbIM
acnekTam nHopMaLMoHHO 6e30MacHOCTM, a Takke pasnuyHbie NamsTK 0OLLero xapakrepa.

B cpenctBax maccoBov MHGOpMaLUKU, OPUEHTMPOBAHHBIX HA NeaarorMyeckyro obLLeCcTBEHHOCTb,
peEKOMeHyYeTCsl B TEYEHME KaneH4apHoro roga perynspHo nybnvkosate MHGOOPMaLMOHHbIE MaTepurarnsi,
NOCBSILLIEHHbIE OTAENMbHLIM acnekTam MHPOPMaLMOHHON 6e30NacHOCTM Kak HECOBEPLLEHHONETHMX, TaK 1
obuweobpasoBaTenbHbIX OpraHn3auni, a Takke pasnuyHbie NaMsaTkn, 0630pbl HOPMATUBHO-NPAaBOBOIO
perynupoBaHus AaHHoW cdepbl U MHPOPMAaLMIO O akTyallbHbIX MEPOMNPUATUSIX U COObITUSAX B JaHHOMN

cdepe.

B xone npoeeneHua EguHoro ypoka no 6e3onacHoctu B ceTu "MIHTepHeT" pekoMeHayeTcsa obecneuntb
BbIMyCK TEMAaTUYECKOro BbiMyCcka cpecTBa MaccoBOW MHpopmauum nmbo cepum nyonvkaumn, cpeam
KOTOPbIX PACCMOTPETL OPraHM30BaHHbIE MEPONPUATUSA 18 00yYaloLMXCs, UX poguTenen (3akoHHbIX
npeacTaBuTenen) n negarormieckon obLLeCcTBEHHOCTMU.

OdwmumanbHble UHTepHeT-pecypchl

O6LleobpazoBaTerbHbIM OpraHn3aLmsaM pekoMeHAYeTCst Ha CBOUX odumumnanbHbix IHTEpHET-pecypcax
obecneuntb PyHKLMOHMPOBAHNE CaMOCTOATENBHOIO 1 CleLnann3MpoBaHHOro pasgerna
"MiHdbopmaLmoHHas 6e3onacHoCTL", B paMKkax KOTOPOro npeaycMoTpeTb pasMeLLeHME CrieayroLLen
MHdOpMaLNK:
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napameTpaMm CKaHMpoBaHus. Pa3meLlanTcs AOKYMEHThI,
pernamMeHTVpyoLmne opraHusaumio n paboty ¢
nepcoHanbHbIMU AaHHBIMW, NIaHbl MEPOMNPUSATUIA MO
obecneyeHnto NHOPMaLMOHHOM 6e30nacHOCTH
obyyaroLwnxcs u apyrue.

My6nukyroTcs akTyanbHble CBeAeHNs 0 dheaepanbHbIX U
pervoHarnbHbIX 3aKOHax, MMCbMax OpraHoB BNacTu 1
ApYyrne HopMaTMBHO-NPaBOBbIE AOKYMEHTHI,
pernameHTupyoLme obecnevyeHe NHpopmaLMoOHHOM
6e3onacHOCTM HecoBepLUeHHoNeTHMX. [lonyckaeTcs
BMECTO KOMUin pasmeLlaTb rmnepcehbiniki Ha
COOTBETCTBYIOLLME AOKYMEHTbI HA cCaTax opraHoB
rocyaapCTBEHHOW BNacTu.

PasmellatoTca meToamnyeckme pekomeHgaumm n
yKasbiBaeTCs MHPOpMaLnsi 0 MeEpPONpPUATUSAX, MPOeKTax un
nporpammax, HarnpaBfeHHbIX Ha NOBbILLEHVe
VMH(OPMALMOHHOW rPamMOTHOCTU Negarorm4ecknx
paboTHMKOB.

Pa3smelyaeTcsa nHoOpMaLMOHHaAa namsaTka (NpunoxeHue
N 2) n ykasbiBaeTcs nHdopmMaumsa 0 MeEPONpPUATUSX,
npoekTax u nporpamMmmax, HanpasrieHHbIX Ha MOBbILLEHNE
NHMOPMaLMOHHOWN rPaMOTHOCTI 06Y4aoLLUXCS.

PasmellaeTtca nHdopmaumMoHHas namsTka (mpunoxeHme
N 3).

Pa3melyaeTcsa nHopmaLus o peKoMeHayembIX K
1cnonb3oBaHmo B y4ebHOM npouecce 6e3onacHbiX
cavitax, 6aHHepbl 6e30nacHbIX AETCKUX CalTOB.

OpraHaM, OocyulecTBNnALWNM ynpasleHne B ccbepe O6pa3OBaHl/IFI, pekomMmeHOyeTcqa Ha CBOUX

ochnumanbHbix MIHTEpHeT-pecypcax obecneynTb PyHKLUMOHMPOBAHNE CaMOCTOATENBHOMO U
crneynanuanpoBaHHoOro pasgena "ViHdopmaunoHHas 6e3onacHoOCTb", B pamMkax KOTOPOro npeaycmMoTpeTb
pa3smelleHve cneaytoLlen nHpopmawmu:

Mpunoxexne N 1

NMAMATKA

ONA OBYYAIOLLUXCA OB UHOOPMALIMOHHOW BE3OMNACHOCTU OETEN

HEJ1b3A

1. Bcem noapsag coobLaTe CBOK YaCcTHYH MHopmauuto (HacTosilme ums, damunumio, TenedoH, agpec,

HOMep LLKOIbI, a Takke doTorpadumn CBoW, CBOEN CEMbM 1 pYy3en);

2. OTKprBaTb BJTOXEHHbIE (bal7|ﬂbl SﬂeKTpOHHOVI NOYThbl, KOrga He 3Haellb OTnpaBUTEnNA;

3. pr6|/|Tb, npnanpaTtbCcAd, oka3biBaTb AaBJiEHNE - BECTU cebst HeBeXnuMBo 1 arpeccumBHoO;

4. He pacnopsikaincs AeHbramm TBOel ceMbm 6e3 paspeLleHns cTapLlumnx - Bcerga cnpaiuvsan

poauTenen;



5. He BcTpeyvancs ¢ VIHTepHeT-3HaKOMbIMU B pearibHOM XXMU3HU - MOCOBETYNCS CO B3POCHbIM, KOTOPOMY
AoBepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaeay. Yutaews o cebe Henpasay B VIHTepHeTe - coobLym 06 9TOM CBOMM poaUTENSM
UIN OMNeKyHaM;

2. MNpurnawatoT nepenncbiBaTbes, Urpatb, 0OMeHnBaTbCS - NPOBEPbL, HET NN NOABOXA;
3. He3akoHHOe konupoBaHue arnos B /IHTepHeTe - BOPOBCTBO;
4. Bcerpga pacckasbiBai B3pocrbiM 0 npobriemax B CeTU - OHWU BCeraa noMoryT;

5. Micnonb3yi HacTpoiku 6€30nacHOCTM U NPUBATHOCTU, YTOOLI HE MOTEPSITH CBOM akkayHTbl B COLICETSX
W Apyrux nopTanax.

MO>XXHO

1. YBaxaw gpyrux nonb3oBaTenen;

2. Nonb3yelwbcss MHTEPHET-UCTOYHMKOM - Aenan CCbIfIKY Ha HEro;

3. OTKpbIBaN TONbKO T€ CChISIKN, B KOTOPLIX YBEPEH;

4. O6LaTtbcs 3a MOMOLLbI0 B3POCHbIM - POAUTENN, ONEKYHbl U aAMUHUCTPALUSA CanToB Bcerga nomoryT;
5. Mponan obyyeHne Ha canTe "CeTeBMYOK" 1 NoNy4y nacnopT LM poBoro rpaxgaHuHal

Mpunoxexune N 2

MHO®OPMALUOHHAA NAMATKA
AndA OBYYARKOLLUXCA OANnA PASMELLEHNA

HA OOULIMAIIBbHBLIX MHTEPHET-PECYPCAX

C kaxxabIM rofloM MOJIOAEXM B UHTEPHETE CTAHOBUTBLCA OOnblUe, a LKOMbHUKN OOHW U3 CaMblX aKTUBHbIX
nonb3oBaTtenen PyHeTa. Mexay TeM, NOMUMO OrPOMHOIO KONMYEeCTBa BO3MOXHOCTEW, MHTEPHET HECeT 1
npobnembl. Ta NnamaTka AOMKHa NOMoYb Tebe 6e30MacHO HaxoaUTbCS B CETH.

KOMI'IblOTepH ble BUPYChbl

KomnbloTepHbI BUPYC - 3TO pasHOBUOHOCTb KOMMbIOTEPHBIX NPOrpamMM, OTIINYUTENBHOM 0COBEHHOCTbLIO
KOTOPOW SBMSIETCA CNOCOOHOCTb K Pa3MHOXEHMI0. B oNonHeHe K 3ToMy, BUPYCbl MOTYT NOBPEAUTL UMK
MOMHOCTBLI YHUUTOXUTb BCE (haiinbl U AaHHbIE, NOAKOHTPOSbHbIE NOMb30BaTEN, OT UMEHU KOTOPOro
Gbina 3anyLleHa 3apaxeHHasi Iporpamma, a Takke NoBPeanTb UMK AaXe YHUUTOXUTb OnepauoHHY0
cucTemy co Bcemu chaiinamu B Lenom. B 6onblUMHCTBE CriydaeB pacnpoCTpaHSIloTCS BUPYChI Yepes
WHTEpHET.

MeToabl 3aWuThl OT BPEAOHOCHbIX MPOrpamMmM:



1. icnonb3yn coBpeMeHHble onepaunoHHbIe CUCTEMbBI, UMeRLLNE CePbe3HbIN YPOBEHb 3aLLUThbl OT
BPEAOHOCHBIX MpOorpamm;

2. lNMocTosiHHO ycTaHaBnMBam navtn (LMdpoBbie 3annaTkv, KOTopble aBTOMATUYECKN YCTaHaBNUBAKTCA C
uenbto JopaboTkM nporpammbl) u gpyrme obHOBNEHMS CBOEN onepaumoHHON cucTtembl. CkaynBam nx
TOMbBKO C othmumaneHoro canta paspabotymnka OC. Ecnu cyliecTByeT pexvm aBToMaTu4ecKkoro
0OHOBNEHWS, BKINIOYM €rO;

3. PaboTan Ha cBOeM KOMMbIOTEPE NOA NpaBaMu NONbL30BaTeENs, a He agMUHUCTpaTopa. OTO He
NoO3BOMNUT BONBLUMHCTBY BPEOOHOCHbIX MPOrpaMm MHCTaNMpoBaTbCsl HA TBOEM NEPCOHANbHOM
KOMMbIOTEPE;

4. Vicnonb3yi aHTUBUPYCHbIE NPOrpaMmHble NPoaYKTbl M3BECTHBLIX NMPOM3BOAMTENEN, C aBTOMATUYECKUM
obHoBneHvem 6as;

5. OrpaHunyb M3nNYecKnii 4OCTYN K KOMMNbIOTEPY A5l MTOCTOPOHHUX JTULL;

6. Ncnonb3yn BHELLHME HOCUTENW MHPOopMaLmMK, Takne Kak doneLlka, AUCK Unu dann 3 MHTepHeTa,
TONbKO 13 NPOBEPEHHbBIX NCTOYHMKOB;

7. He oTkpbIBan koMnbloTepPHbIE dbainbl, NONyYEeHHblE N3 HEHaAEXHbIX UCTOYHUKOB. [laxke Te dainsbl,
KOTOpble npucnan TBON 3HaKoMbll. Jlyylle yTo4HM y Hero, oTnpasnsan nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTo He BMA nepegayn AaHHbIX, HE TEXHOMOMNS, a Bcero nuilb 6pena, mapka. Ewe B 1991 rogy
HugepnaHgckas komnaHus 3apernctpuposana 6peHg "WECA", yto 0603Hayano cnosocoyeTaHne
"Wireless Fidelity", koTopbii nepeBoanTcs kak "6ecnpoBogHast TOMHOCTL".

[o Hawero BpeMeHu gowina gpyras abbpesmaTypa, KoTopas ABMASETCS TakoM e TexXHonornen. 3to
abbpesunartypa "Wi-Fi". Takoe Ha3BaHue GbINO AaHO C HAMEKOM Ha CTaHAaPT BbICLLEN 3BYKOBOW TEXHUKM
Hi-Fi, yto B nepeBoge o03Ha4yaeT "BbiCOKas TOYHOCTL".

[a, 6ecnnatHbll MIHTEPHET-AOCTYN B Kade, OTENAX U asponopTax SBNSETCS OTAMYHOM BO3MOXXHOCTbIO
BbIXxoZa B MHTEPHET. Ho MHOrMe akcnepThbl cunTatoT, Yto oblenoctynHole Wi-Fi ceTn He siBnsitoTea
6e3onacHbIMU.

CoBeTbl N0 6e3onacHOCTM paboTbl B 06WwenocTynHbix cetax Wi-fi:

1. He nepepnaBaii cBoto NnYHy0 MHpopmauuto Yepes obenoctynHele Wi-Fi cetn. PaboTasi B HuX,
XXenaternbHO He BBOOAUTb MNaponivm AOCTYNa, NOrMHbI N Kakne-To HOMepa;

2. Vicnonb3yi 1 0GHOBNAR aHTUBMPYCHbIE Nporpammbl U 6paHamayep. Tem cambiM Tbl 06e3onacullb
cebs OT 3aKkayky BUpyca Ha TBOE YCTPOMUCTBO;

3. Mpu ncnonbsoBarum Wi-Fi oTkntoun oyHkumio "O6wmn goctyn K hannam v npuHtepam”. JaHHas
YHKLMSA 3aKpbiTa MO YMOJYaHUI0, OAHAKO HEKOTOPbIE MONb30BaTENN akTUBUPYIOT ee Ans yaobcTea
ucnonb3oBaHus B pabote nnu yyebe;

4. He ncnone3yn nyénuynein WI-FI onst nepegaym nu4YHbIX AaHHbIX, HAaNpUMep Ans Bbixoaa B
coumarnbHble CETU UMW B 3NTEKTPOHHYHO MOYTY;



5. Micnonb3yi TONbKO 3awuLleHHoe coeanHeHmne Yepe3 HTTPS, a He HTTP, T.e. npu Habope BeG-agpeca
BBOAM MMeHHO "https://";

6. B MobunbHoM TenedoHe oTkntoum dyHkumio "lMoakntoveHne k Wi-Fi aBTomatmnyeckun”. He gonyckan
aBTOMaTU4YECKOro NOAKMYeHNs: ycTponcTBa k ceTam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAAT B HALLY XWU3Hb, MHOTME Moan paboTatoT M KMBYT Tam NOCTOSIHHO, a B
Facebook yxe 3apernctpupoBaH Munnuaps YenoBekK, YTo ABMSeTCH OQHON CeAbMON BCEX XuTenemn
nnaHeTbl. MHOrMe nonb3oBaTenu He MOHMMALOT, YTO MHAOPMALMS, pa3MeLLEHHAs UMK B COLMarnbHbIX
ceTsX, MOXeT OblTb HareHa U UCNOoNb30BaHa KeM YrogHo, B TOM Yucrne He obs3aTtenbHo ¢ 6narumum
HaMepEeHUsIMU.

OcHoBHble coBeTbl N0 6e30MacHOCTM B coLMarnbHbIX CETSX:
1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3bsX HE AOMKHO ObITb CryYyanHbIX N HE3HAKOMbIX N0AEN;

2. 3awmuianm CBOK YaCTHYHO XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro pOXAeHUs 1
APYryto NUYHY0 MHpopMauuo. 3M0yMbILLNIEHHUKM MOTYT UCMONb30BaTh AaXe MHpopmMaumio 0 TOM, Kak
Thl 1 TBOM POAUTENM NIaHMPYETE NPOBECTU KaHUKYIbI;

3. 3awyaii cBolo penyTauuio - IepXu ee B YNCTOTe U 3aaaBsaii cebe Bonpoc: xoTern Obl Tbl, YTOGbI
Apyrue nonb3oBaTenu BUOENuM, YTo Thl 3arpyxaelub? [Mogymait, npexae 4eM 4YTo-To onyonmukosathb,
HanucaTb 1 3arpysuThb;

4. Ecnu Tbl roBOpULLb C NMIOAbMU, KOTOPbIX HE 3HAELLb, HE UCMOSb3Y CBOE pearibHoe UMS U pYryHo
NIMYHYI0 MHPOPMALMN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. M3beran pasmellenns gotorpacun B IHTepHeTe, rae Tbl n300paxeH Ha MECTHOCTHU, MO KOTOPOM
MOXHO onpenennTb TBoe MECTOMOSIOXEHNE;

6. Mpwn perucTpaumm B coumnanbHOM ceTn HeoBXoaNMO UCMONb30BaTb CIOXHbLIE NAPONK, COCTOosILLME U3
BYKB 1 UMP M C KONMYECTBOM 3HAKOB HE MeHee §;

7. ns coumanbHOM ceTu, NoYThbl U APYrMx canToB HEOBXOAMMO UCMOMb30BaTh pasHble naponu. Toraa
ecnu Tebsi B3NomaroT, TO 3M10YMbILLUMEHHWKM NofyYaT AOCTYN TONbKO K OAHOMY MeCTy, a He BO BCe cpasy.

SJ'IeKTpOHHbIe OEHbIN

ONEKTPOHHbIE AEHbIMN - 3TO OYeHb YA0OHbIN cnocob nnaTexen, 04HaKo CyLLECTBYHOT MOLUEHHUKM,
KOTOpble XOTAT NONYYUTb 3TU AEHBLIN.

SJ'IeKTpOHHbIe OEHbIM NoABUIINCb CcOBCEM HELABHO N UMEHHO M13-3a 3TON0 BO MHOIMX rocygapcrteax o
CUX NMop He nNponmcaHo Nnpo HMX B 3aKOHaX.

B Poccum ke oHN OYHKLUMOHUPYIOT M O HUX YXKe NPOMMUcaHo B 3aKOHE, rae UX pasfensitoT Ha HECKOSbKO
BMOOB - aHOHVMHbIE U HE aHOHWUMHbIE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspeluaeTcs NPoBoAUTL onepaunn 6e3 naeHTUKuKaLmm nonb3oBaTerns, a B HeaHOHWMHbIX
naeHTUdUKaLmMs nonb3oBaTens sBnseTcs 0bs3aTensHoN.



Takke crnefyeT pasnuyaTh 3NEeKTPOHHbIE huaTHble AeHbIM (paBHbI TOCYAAPCTBEHHbLIM BantoTam) 1
3MEKTPOHHbIE HedMaTHbIE AeHbM (He paBHbI FOCYAapCTBEHHbLIM BasloTam).

OcCHOBHble CoBeTbI N0 Ge3onacHom pa60Te C 3JIEKTPOHHbIMU OEHbramMmu:

1. MNpuBspKM K cHETY MOBUIbHBIN TenedoH. 3TO camMbin YAOOHbIN 1 BGbICTPbIA CNOCO6 BOCCTaHOBUTL
JocTyn K cyeTy. NpuBasaHHbIv TenedoH NOMOoXeT, ecnu 3abyaellb CBON NiaTeXHbIN Naposb Uin
3angellb Ha CanT C HE3HAKOMOro YCTPOWCTBA;

2. Vicnonb3yi ogHopa3soBble naponu. MNMocne nepexoda Ha ycuUneHHyto aBTopuaaunto Tebe yxxe He byaet
yrpoxaTb OMacHOCTb KpaXkn UNu nepexeaTa nnaTexHoro napons;

3. Bbibepu crioxxHbIvi naposb. MNpecTynHukam 6yaeT He NpoCTo yragaTb CIOXHbIA Naposb. HagexHble
naponu - 3To Naponu, KOTopble coagepxaT He MeHee 8 3HaKOB U BKMOYatoT B cebsi CTPOYHbIE U
nponucHele ByKBbI, LMdPbI 1 HECKONBKO CMMBOJIOB, TaKMe Kak 3HaK gonnapa, yHTa, BOCKMUaTeNbHbIN
3Hak 1 7.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA canTax, KOTOPbIM HE OOBEpPAELLb.
SJ'IeKTpOHHaﬂ no4yTa

3J'IeKTpOHHaF| noyTa - 3TO TeXHONOorMa n npegocrtaeiideMble €0 YCIyru no nepecobiyike U nony4yeHuto

SMEKTPOHHbIX COOOLLLEHNIA, KOTOPble pacnpeaensaTcs B KOMMboTepHON ceTn. OBbIYHO 3MEeKTPOHHbIN
MOYTOBbLIV ALWMK BbIFMAAUT Criegyowmnm o6pa3om: MMs_Nnonb3oBaTena@ums_aomeHa. Takke Kpome
nepegaym NpocToro TekcTa, UMeeTCst BO3MOXHOCTb nepegasaTb awnbl.

OcHoBHble coBeTbl N0 6e3onacHor paboTe ¢ 3NeKTPOHHOW NOYTOMN:

1. Hapo BbiOpaTb NpaBuIbHbIN NOYTOBLIN cepBUC. B MHTEPHETE eCTb OrpOMHbIN BbIGOp GecnnaTHbIX
NMOYTOBbLIX CEPBMCOB, OOHAKO fy4lle JOBEPSTb TEM, KOrO 3HaeLUb 1 KTO NEPBLIN B PEUTUHTE;

2. He ykasbiBan B MMYHON NOYTE NMMYHYO MHPopMaumio. Hanpumep, nydiie Boibpathb
"My3blkanbHbIi_aHaT@" unm "pok2013" Bmecto "temal3";

3. Nicnonb3yi AByxaTanHyto aBTopm3aLmio. ATO Korga NoMMMO Naporist HYXXHO BBOAWTb KO,
npucbinaemein no SMS;

4. BbiGepu cnoxHbIn naponb. [ns kaxgoro NoYTOBOro SAlMKa JOIMKEH ObITb CBON HAOEXHbIN,
YCTOWYMBBIN K B31OMY Naporib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb cCamoMy CBOM FIMYHbIN BOMPOC, UCMOMb3YyM 3Ty BO3MOXHOCTb;

6. Vicnonb3yi HECKOMbKO MOYTOBbLIX ALWMKOB. [epBbif Ans YaCTHOW Nepenucku ¢ agpecartamMmu, KOTopbiM
Thbl AOBepsiellb. ITO ANEKTPOHHbLIV aapec He HaAo UCMOoNb30BaThb MPWU perncTpaumm Ha dopymax u
canTax;

7. He oTkpbiBaii hainbl U Apyrie BROXEHUS B MUCbMaXx, AaXe ecrnii OHW NPULLINX OT TBOWX ApY3ei.
Jlyylle yTOYHM Yy HUX, OTNPABASANM N OHK Tebe 3Tu dalnsbl;

8. MNMocne okoH4YaHUst paboThbl Ha MOYTOBOM CepBUCE Nepes 3aKkpbiTUEM BKIaAKM C canToM He 3abyab
HaxaTb Ha "Bbiitn".

K|/|6ep6ynnMHr nnn BnpTyarnbHoOe n3geBaTtesibCTBO



KnbepbynnuHr - npecnegoBaHe COOOLEHNAMM, CoaepKaLLUMM OCKOpbNeHns, arpeccuto, 3anyrmBaHue;
XYNUraHcTBO; coumarnbHoe BOMKOTUPOBAHME C MOMOLLBIO Pa3NUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KnbepOyNIIMHIrom:

1. He 6pocarncsa B 6on. Jlyumii cnocob: nocoBeToBaTbCs Kak cebsi BECTU 1, €CNN HET TOro, K KOMY
MOXHO 006paTUTBLCS, TO BHaYane ycnokontbcs. ECnm Tbl Ha4yHewWw b OTBeYaTb OCKOPOIEHNsIMU Ha
ockopbreHus, To TONbKO eLe 6onblLue pasoxokellb KOHMINKT;

2. YnpaBnsn cBoewn knbeppenytaunen;
3. AHOHUMHOCTb B CeTU MHMMas. CyLlecTBYOT cnocobbl BbICHUTb, KTO CTOUT 3@ aHOHUMHbBIM aKKayHTOM;

4. He cTouT BECTU XyNnUraHckuin obpas BUpTyarbHOW XXN3HU. VIHTEpHET pUKCUpyeT BCe TBOU AENCTBUSA U
COXpaHseT ux. YganuTe ux 6yaeT KpanHe 3aTpyaHUTENbHO;

5. CobGntogaii cBOK BMPTYaribHYH YeCTb CMOJIOAY;

6. rHopupyn eanHnydHbIn Heratyue. OgHOPa3oBble OCKOPOUTENbHbIE COOBLLEHNS yYyLle NTHOPUPOBATb.
O6bI4HO arpeccus npekpaLlaeTcs Ha HavanbHOWM cTaauw;

7. baH arpeccopa. B nporpammax 0oOMeHa MrHOBEHHbIMI COOBLLIEHNAIMU, B COLMalbHbIX CETSIX €CTb
BO3MOXHOCTb 6J'IOKVIpOBKVI OoTnpaBKu cooOLeHnn ¢ onpegeneHHblIX agpecos;

8. Ecnu Tl cBrnageTenb KM6ep6ynn|/|Hra. Tsou gencrTeus: BbICTYNUTb NPOTUB NpecrneanoBaTesid, NoKa3aTb
eMy, 4To ero OEencTBMS OLLEHMBAKOTCSA HEraTUBHO, nogaepXatb XepTsy, KOTOpOI;I HY>XHa ncumxoriorn4eckasa
NOMOLLIb, COOBLLNTL B3POCIibIM O q.)aKTe arpeccmBHOro noeegeHnsa B CETu.

Mo6unbHbIn TenedoH

CoBpeMeHHble cMapTOHbI U NNaHLWeTbl cogepaT B cebe BNosnHe B3pocrbiii hyHKUMOHanN, U Tenepb
OHM MOTYT KOHKYpPUPOBaTb CO CTalMOHapHbIMU KoMMbloTepamu. OgHako, CpeacTB 3allumTbl AN NOA0OHbIX
YCTPOWCTB Moka o4YeHb Marno. TecTMpoBaHWe U MOWCK YA3BUMOCTEN B HUX MPOUCXOAUT He Tak
MHTEeHCKBHO, kak Ans MK, To e caMoe KacaeTcsi U MOBUIbHBIX MPUMOXEHWIA.

COBpeMeHHbIe MOOUIbHbIE 6pay3epb| yXe NpakTn4eckn OorHarnum HacTtoJibHble aHarnoru, ogHako
pacLimnpeHue (*)YHKLI,VIOHaJ'Ia BneYeT 3a cobon 60ﬂbLIJyIO CITOXXHOCTb U MEHbLUYH 3allULLEHHOCTb.

[aneko He BCe NPOM3BOAUTENN BbiNyCcKaloT 0OHOBMEHNS, 3aKpbiBatOLLNE KPUTUYECKNE YA3BUMOCTU ANs
CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOBUBHOMO Teﬂe(bOHaZ

Hwnuero He siBnsieTca no-HacTosALwemy OecnnaTtHbIM. Eyﬂ,b OCTOpOXEeH, Beb Korga Tebe npeanararoT
OecnnaTHbI KOHTEHT, B HEM MoryT ObITb CKpPbITbl KakKmne-To nnaTHble YCIyru;

Oywman, npexae 4yem otnpasutb SMS, dhoTo unm Bugeo. Tol TOYHO 3HaeLb, rae oHW ByayT B KOHEYHOM
utore?

Heo6xoavmo 06HOBMSITb ONepaLnoHHY0 CUCTEMY TBOETO CMapTOHa;

|/|Cﬂ0ﬂb3y17I aAHTUBUPYCHbIE NporpamMmmbl 4ns MOOUIbHbIX Teﬂe(bOHOB;



He 3arpyxai npunoxeHusi oT HEM3BECTHOIO UCTOYHMKA, BEAb OHWM MOTYT COAePKaTb BPEAOHOCHOE
nporpaMmHoe obecneyeHune;

lMocne Toro Kak Tbl BblAELWb C canTa, rae BBOAWI NINYHYO MHGOPMaLMIo, 3aian B HAacTporkmn bpaysepa
1 yaanu cookies;

Mepuopgmnyeckn NpoBepsiv, kKakne NaTHble YCIyrn akTUBMPOBaHbI HA TBOEM HOMEPE;

[aBari cBo HoOMep MOBUITbHOrO TeredoHa TOMbKO NOAAM, KOTOPbIX Tbl 3HAELb U KOMY AOBEpPSiELLb;
Bluetooth gomkeH 6bITb BbIKIIOYEH, KOraa Thl UM HE Nonb3yellbes. He 3abbiBalt MHorga npoBepsATh 3TO.
Online vrpbl

CoBpeMeHHble OHMaNH-Urpbl - 3TO Kpaco4Hble, 3axXBaTbiBalOLME pa3BreyvyeHnsi, 06beanHsaoLne CoTHU
ThICSIY YENoBEK No BCcemMy Mupy. Vrpokn nccneayot AaHHbIN UM MUp, 06LLaloTCca Apyr ¢ ApYyroMm,
BbIMOSHAIOT 3aaHu1sl, CpaXkarTCs C MOHCTPaMM U Mony4atoT onbIT. 32 yA0BOMLCTBUE OHM NNATAT:
NOKynarT AMCK, onnavymBatoT aboOHEMEHT UM NpruobpeTatoT Kakne-To Onuumn.

Bce aTv cpeacTBa nayT Ha noanepKaHve 1 pasBUTUE UIpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLLUEHCTBYIOTCS CUCTEMbI aBTOPU3aLIi, BbIMYCKaOTCA HOBbIE NaTyu (LMPoBbLIE 3annaTki Ans
nporpaMm), 3aKpbIBatOTCS YS3BUMOCTY CEPBEPOB.

B nogo06HbIxX nrpax CtonuT onacatbCA He CTOJIbKO CBOMX CONEPHUMKOB, CKOJIbKO KpaXXu TBOEro naposnda, Ha
KOTOPOM OCHOBaHa cuctema aBTopu3aumnm OonblUMHCTBA urp.

OcHoBHble COBeTbI MO 6e30MacHOCTV TBOEIO UrPOBOMO akKayHTa:

1. Ecnv gpyrow urpok BegeT cebs nnoxo nnu cosgaet Tebe HenpmuaTHOCTKW, 3aBnoKnpyi ero B Cnvcke
UrPOKOB;

2. MNoxanyncsa agMnMHUCTpaTOpam MUrpbl Ha NOXoe NoBeAEHNE STOro Urpoka, xenaternbHO NPUIOXUTb
Kakue-To [loka3aTenbCTBa B BUAE CKPUHOB,;

3. He ykasbiBan nuyHyto nHdopmaumio B npodanne urpsl;
4. YBaxai Opyrmx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBamn HeodumumarbHble NaTtym U Mogbl;

6. Vicnonb3yi CrnoxHble 1 pasHble naponu;

7. Naxe BO BpeMs Urpbl He CTOUT OTKMOYaTh aHTUBMPYC. MNoka Tbl Mrpaellb, TBOM KOMMbIOTEP MOryT
3apasuTb.

DOULLIMHT 1K KpaXa INN4YHbIX AaHHbIX

OObI4HOM Kpa>|<e|7| OeHer n JOKyMEeHTOB CerogHsa y>e HMKOro He yamBullb, HO C pa3BUTUEM UHTEPHET-
TEXHoNormm 3N10YMbILUTIEHHUKN NepeMeCTUIiMCb B UHTEPHET, N NPOOOJDKaKT 3aHNMaTbCA "No6uMbIM"
Oernom.



Tak nosiBMNacb HOBas yrpo3a: UHTEPHET-MOLLEHHMYECTBA U OULLIVHT, TMaBHast Liefb KOTOPOro COCTOUT
B NOJSTy4EeHMM KOHUAEHLNANbHBIX AaHHbIX NOfib30BaTeNEN - IOrMHOB M naponen. Ha aHrnMnckom asblke
phishing untaetca kak dpumwmHr (ot fishing - peibHas noens, password - naponk).

OcHoBHble coBeTbl N0 bopbbe ¢ PULLIMHIOM:

1. Cneau 3a cBOMM akkayHTOM. Ecnv Tbl nogo3peBaellb, YTo TBOsI aHkeTa Oblna B3nomaHa, To
Heob6xoaMMO 3a6noKMpoBaTh ee U COOOLLMTL agMUHUCTPATOpaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. MCﬂOﬂbSyVI Oes3onacHble Be6-calTbl, B TOM YncCre, MHTEPHET-MarasmHoB N NMOUCKOBbIX CUCTEM;

3. MCﬂOﬂbSyVI CITOXHbl€ U pa3Hble Naposin. Takum o6pa30M, ecnu Tebsi B3nomatoT, TO 3J10YMbILLUJTIEHHUKN
nony4yart gOoCTyn TOJIbKO K OAHOMY TBOEMY I'IpOd)I/IJ'IIO B CE€TU, a HE KO BCEM;

4. Ecnn T1ebsa B3nomanu, To He06Xx0AMMO NpeaynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTOpble A0GaBneHbl y
Teb6s B Opy3bsiX, O TOM, 4TO Tebs B3nomManu n, BO3MOXHO, OT TBOEro MMeHn byaeT paccbinaTbCs cnam u
CCbIfKM Ha (PULLMHIOBLIE CalnThl;

5. YctaHoBu HagexHblv naponb (PIN) Ha MOBUnbHLIV TenedoH;
6. OTkno4M coxpaHeHue napons B 6paysepe;

7. He oTkpbIBan cannbl 1 gpyrne BroXeHus B NMCbMax, aXe eCriv OHW NPULLIAN OT TBOUX APY3eN.
Jlydwe yTouHn y HMX, OTNpaBnsanu fim oHn Tebe atn dannebl.

Lindposas penytaums

Lindpposas penytaums - 370 HeraTMBHas UnNu No3MTnBHasa MHopmaLums B ceTn o Tebe.
KomnpomeTupytowas nHpopmaumsi, pasMmeLleHHas B UHTEPHETE, MOXET Cepbe3HbiM 06pasom
OTPasnTbCs Ha TBOEK pearnbHOW XuU3HK. "Lindposas penytauma” - 370 TBON UMUK, KOTOPbIN
dhopmupyeTcs n3 nHpopmauum o Tebe B MHTEPHETE.

TBOE MECTO XNTenNbCTBa, yqe6b|, TBOE (bVIHaHCOBoe nonoxeHune, 0CO6EHHOCTM XapakTepa u pacckasbl O
OnM3Kkux - BCe 3TO HaKannMBaeTCcsl B CETU.

MHorme nogpoCTKM NErkOMbICIIEHHO OTHOCATCSA K MyGrmkauum nuyHom nHdopmaumm B VIHTepHeTe, He
MOHMMas BO3MOXHbIX MOCNeACTBUIA. Thl axe He CMOXeLLb JoragatbCsi O TOM, Y4TO doTorpadms,
pasmMelleHHasa 5 neT Hasag, cTana NPUYNHOM oTKasa NpuHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHme TBoux potorpaduii v Apyrue AernCTBUA MOTYT HE MCYE3HYTh [axe nocne
TOro, KaK Tbl UX yaanuvib. Tbl HE 3Haellb, KTO COXpaHum aTy MHopmMaumio, nonana nv oHa B NOUCKOBbIE
CUCTEMbI Y COXPaHUMAch N1 OHa, a rMaBHOe: YTO NoAyMaloT o Tebe oKkpyxatoLme nioau, KoTopble HangyT
1 yBUAOAT 3T0. HanTn nHdopmaumio MHOro neT CnycTsi CMOXeT Nniobon - Kak U3 4o6pbix NoBYKAEHUI, Tak
N C HAMEpEeHEM NPUYUHUTL Bped. OTO MOXeET ObiTb KTO YrogHo.

OcHoBHble COBETHI MO 3aLmTe LMdPOBON penyTaumm:
1. NMopgymaii, Npexae 4em 4To-TO Ny6nukoBaTh U NepedaBaTh Y cebsi B 6nore nnm B coumanbHOM ceTw;

2. B HacTpovikax Npoduns yCcTaHOBU OrpaHNYeHnst Ha NPOCMOTP TBOEro NPodUIst U ero COAepPXKMMOro,
caenawn ero Tonbko "Ans apysen”;

3. He pa3meluaii 1 He ykasbiBai MHGOPMaLUIO, KOTOpPasi MOXET KOro-NMbo ockopGnsiTe UMK 06UXaTb.



ABTOpCKOE npaBo

CoBpeMEeHHbI€e LKOSIbHUKM - aKTUBHbIE NONb30BaTeNu LMgpoBoro npoctpaHcTea. OgHako Aaneko He Bce
3HAHOT, YTO MNOSb30BAHME MHOMMMU BO3MOXHOCTAMYU LiMcbpoBOro Mmupa TpebyeT cobnogeHus npae Ha
WHTENSEKTYanbHYyt COOGCTBEHHOCTb.

TepMuH "MHTennekTyanbHas CO6CTBEHHOCTbL" OTHOCUTCS K pa3fiMYyHbIM TBOPEHMWSIM YENOBEYECKOr0O yma,
HayMHas C HOBbIX M3006pEeTEHNI 1 3HAKOB, 0603HaYalOLMX COBCTBEHHOCTb Ha NPOAYKTHI U YCIyru, 1
3aKkaH4ymBasi KHMramm, potorpamsamm, KWNHOUNIBEMaMn 1 My3blKanbHbIMU MPON3BEAEHUSIMMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha VHTENNeKTyarnbHyl COBCTBEHHOCTb Ha NPOVU3BEOEHNS HayKu,
nuTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTyNaloT B KAYeCTBE rapaHTUM TOro, YTo
WHTENNeKTyanbHbIA/TBOpYeCKniA Tpya aBTopa He ByaeT HanpacHbIM, 4acT eMy cripaBeasivBble
BO3MOXHOCTM 3apaboTaTh Ha pe3ynbTatax CBOero Tpyaa, nosy4nTb U3BECTHOCTb M NpuaHaHue. HukTo
6es paspelleHnst aBTopa He MOXXET BOCTPOU3BOAMTL €ro NpousBeaeHne, pacnpocTpaHsaTh, NyGNNYHO
[AEeMOHCTpUpOBaTh, NPoAaBaTb, UMNOPTUPOBAThL, NyckaTb B NPoKaT, NyGIIMYHO UCTIONHATb,
MoKa3blBaTb/UCMOSHATL B 3dmpe Unmn pasMellatb B MIHTepHeTe.

VMcnonb3oBaHue "I'II/IpaTCKOI'O" nporpaMmmMmHoOro obecneyeHns MOXeT npunBecTn K MHOTMM pucKam: OT
noTepu gaHHbIX K TBOUM akkayHTamM 0 6J'IOKI/IpOBKI/I TBOEro yCTpOVICTBa, raoe yctaHoBIieHa HerneranbHasa
nporpamma. He ctout Takke 3abbiBaTb, YTO CYyLLEeCTBYHOT NerarnbHble U becnnaTHble nporpamMmmbl,
KOTOpble MOXHO HanTW B CETMW.

O nopTtane

CeTeBUYOK.pd - TBOW rMaBHbIN COBETYMK B CETU. 34ECh Thl MOXELUb Y3HaTb 0 6€30NacHOCTH B CETU
MOHATHBLIM U OOCTYMHBIM SI3bIKOM, @ NP BO3HWKHOBEHMMN KPUTUYECKOW CUTyaLmnyM 06paTuTbCsl 3a COBETOM.
A Takke NpUHATb y4acTme B KOHKypcax 1 cTaTb caMbiM LUPOBbLIM rpaxaaHnHom!

MpunoxexHne N 3

NAMATKA 0N POOUTENENA OB MH®OPMALIMOHHOW BE30ONMACHOCTW OETEN

OnpepeneHne TepmnHa "nHdopmaumoHHas 6e3onacHocTb geten” cogepxutcs B PegepanbHoOM 3akoHe
N 436-93 "O 3awmTte geten oT nHpopmaumm, NPUIMHAIOLLEN Bpen UX 340POBbIO U Pa3BUTUIO",
PErynpyloLmnm OTHOLLEHWS], CBA3AHHbIE C 3aLLUTON AeTel 0T MHpopMaL K, NPUYMHSIOLLEN Bpea 1X
300pOBbIO 1 (MnK) passuTuo. CornacHo JaHHOMY 3akoHY "MHdopMaLMoHHas 6e3onacHocTb AeTen” - aTo
COCTOSIHME 3aLUULLEHHOCTU, NPY KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C MPUYMHEHNEM MHOPMaLNEN
Bpeda Ux 340poBbio U (Mnn) pran4eckomy, NCUXNYECKOMY, LYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 nHdopmaument, NpuunHSIOLWEN Bpes 300POBbi0 1 (Mnn)
pa3BuTUIO OeTeN, ABNSETCH:

1. "HdbopmaLms, 3anpeLleHHas Onsg pacnpocTpaHeHusa cpeam aeTei;

2. ucbopmaums, pacnpocTpaHeHMe KOTOPOM OrpaHMYeHo cpeaun AeTen onpeaerneHHblIX BO3pacTHbIX
KaTeropumn.

3. K nHdopmauun, 3anpeLleHHon Ansg pacnpocTpaHeHns cpean aeTen, OTHOCUTCS:

4. nHbopmauus, nobyxagatoLas geTen K CoOBepLUEHNIO AENCTBUIN, MPeACTaBMASIOLWMX YrPO3Y UX KU3HU U
(vnu) 300poBbIO, B T.4. NPUYMHEHUIO Bpeaa CBOEMY 300POBbI0, CaMOyOMINCTBY;



5. cnocobHOCTbL BbI3BATL Y AETEN XKeNaHne ynoTpeduTb HAapKOTUYECKME CPEeACTBa, NCUXOTPOMHbIE U
(vnn) ogypmaHuBatoLLMe BeLecTBa, TabayHble N3Oenus, ankorofbHY U CMPTOCOAEPKALLYHO
NPOAYKLNIO, MUBO U HAMUTKKU, N3roTaBNMBaEMbI€ Ha ero OCHOBE; NMPUHATbL y4acTue B a3apTHbIX urpax,
3aHUMaTbLCA NPOCTUTYLMEN, BPOASKHNYECTBOM UM NONPOLLANHUYECTBOM;

6. obocHOBbIBaOLLAs UNK onpasAbiBatoLLas AOMYCTUMOCTb HAacUIuA 1 (Mnm) XecToKoCTH Nmbo
nobyxpgarLiasi oCyLLEeCTBASATb HACUNBCTBEHHbIE AENCTBUS MO OTHOLLUEHWUIO K NIOAAM U XKUBOTHbIM;

7. oTpuuarLas ceMenHble LEHHOCTU 1 hOPMUPYIOLLAs HeyBaXKeHWe K poauTensm 1 (Unu) Apyrum
YyrieHaMm cembM;

8. onpaBabiBatoLLas NpOTUBONPaBHOE NOBEAEHME;
9. cogepxallasi HeLeH3ypHy 6paHb;
10. copepxawasn nHopmaLmo nopHorpadrMyecKoro xapakrepa.

K MHgopmauum, pacnpocTpaHeHre KOTOpoii orpaHUYEHO cpeau AeTen onpeaerieHHoro Bo3pacTa,
OTHOCMUTCS:

1. uHbopmauwms, NpeacTaBnsemas B BUAE U300paKeH s nnm onncaHns XecTokocTu, PrU3nN4eckoro 1
(Mnn) NCMXMYecKoro Hacunusi, NPECTYNIEHMS NN UHOTO aHTUOBLLLECTBEHHOIO AENCTBUS;

2. Bbi3blBaOLWas y AeTewn cTpax, y»Kac Unm naHuky, B T.4. NpeacTtaBnseMas B Buae n3obpaxeHus unm
ONMCaHMs B YHUXaIOLWEN YernoBeyeckoe JOCTONHCTBO (DOpMe HEHACUIbCTBEHHOW CMepTK, 3aboneBaHus,
camoybuincTBa, HeCHacTHOrO Criy4asi, aBapuv UnNu katacTpodbl 1 (M) NX NOCNEACTBUN;

3. npeacrtaBnsemasi B BUae n3o0dpaxeHust Unmn onncaHusi NosioBbIX OTHOLLUEHUIA MeXay MY>XYMHON U
>KEHLUMHOM;

4. coaepxallad 6paHHbIe CIioBa 1 BblpaXeHnA, He OTHOCALLMEeCA K HeLl,eH3ypHOl7I 6paHVI.

C yyeTom atoro Bam npegnaratotcsa npasuna paboTbl B ceTr IHTEpHET AN pasnuyHbIX BO3PACTHbIX
KaTeropun, cobntogeHne KoTopbix NO3BONUT obecnevnTb MHOPMaLMOHHY 6e30MacHOCTL BaLLMX
neTen.

O6uwme npasuna ans poavTtenen

1. HesaBncumo ot Bo3pacTa pebeHka ncnosnb3yrite nporpaMMHoe obecnevyeHve, nomorarLlee
unbTpoBaTh M KOHTPONMPOBATbL MHOPMALMIO, HO He nonaramTeck NOMHOCTLIO Ha Hero. Balue
BHMMaHue K peBeHKy - rmaBHbIi METOA 3aLUUTbI.
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2. Ecnn Baw pebeHok MMeeT akkayHT Ha 04HOM 13 coumanbHblx cepBucoB (LivedJournal, blogs.mail.ru,
vkontakte.ru n 1.n.), BHUMaTENBHO U3y4ynTeE, KaKytd MHPOPMALMIO MOMELLAIOT €ro Y4acTHWKN B CBOUX
npocunsx n énorax, Bknoyas gotorpadumn n BUAEO.

3. MNMpoBepbTe, C KaKMMu ApyrMmMm cantamuy CBs3aH coumanbHbin cepuc Balwero peberka. CTpaHuyku
Bawwero pebeHka moryT 6biTb 6€30nacHbIMU, HO MOTYT U COAepXKaTb CChINKN Ha HeXenaTenbHble 1
onacHble canTbl (HanpuMep, NOPHOCANT, UMK CanT, HA KOTOPOM ApYyr YNOMUHAET HOMepP COTOBOrO
TenedoHa Baluero pebeHka nnv Baw gomaluHui agpec)

4. MoowpsinTe Bawwnx getei coobwatb 060 BCeM CTPaHHOM UM OTTanKMBaIOLLEM U HE CITULLIKOM OCTPO
pearupyiTe, KOrga OHV 3TO AenatoT (U3-3a onaceHusi NoTepsaTb AOCTYN kK IHTepHeTY AeTu He roBopAT
poauTenam o npoGnemMax, a Takke MOryT HayaTb UCMOb30BaTh VIHTEepHET BHE AOMa U LLKOSbI).

5. ByabTe B Kypce ceTeBon xun3Hn Bawero pebeHka. VIHTepecynTech, KTo nx apy3bs B IHTEpHET Tak xe,
KaK MHTepecyeTeCb pearnbHbIMU APY3bAMMU.

Bospact ot 7 oo 8 net

B MHTepHeTe pebGeHOok cTapaeTcsi NOCEeTUTb Te UMW UHblE CalTbl, @ BO3MOXHO U YaTbl, pa3peLueHne Ha
noceLyeHne KOTopblX OH He nony4un 6bl OT poauTenen. [Noatomy poagnTensm ocobeHHo nonesHol byayT
Te OT4eTbl, KOTOPblEe MPEAOCTaBNATCSA NporpaMmMamm No OrpaHNYEeHno NCNonb3oBaHnsa VIHTepHeTa, T.e.
Poautenbckuii KOHTPONb UK TO, YTO Bbl CMOXETE YBMAETb BO BpeMeHHbIX (harnnax. B pesynbrate, y
pebeHka He ByaeT OLyLeHns, YTO 3a HUM BedeTCs NMOCTOSHHbIA KOHTPOIb, OOHAKO, poauTenu 6yayT no-
npexHemy 3HaTb, Kakme canTbl noceLwaeT ux pebeHok. [letv B JaHHOM BO3pacTe 06ragatoT CUMbHbIM
YyBCTBOM CEMbW, OHW JOBEPYMBbLI U HE COMHEBatOTCA B aBToputeTax. OHu nobaT nrpatb B ceTeBble
Urpbl 1 NyTELeCcTBOBAaTb MO VIHTEPHETY, NCNOMb3ysa 3NEKTPOHHYIO MOYTY, 3aXOAUTb Ha CalTbl U YaTbl, He
peKkoMeHOO0BaHHbIE POANTENSMMU.

CoBeTbl N0 6e3onacHOCTW B ceTu VIHTepHeT Ansa geten 7 - 8 net

1. Co3ganTte cnncok AoMallHMX NpaBun nocelleHns VIHTepHeTa npu yqacTum getewn u Tpedyite ero
BbINOMHEHUS.

2. TpebynTte oT Bawero pebeHka cobnoaeHNs BpEMEHHbIX HOPM HaxOXAeHUS 38 KOMMNbIOTEPOM.
Mokaxute pebeHky, 4yTo Bbl HabnogaeTe 3a HAM He NOTOMY 4TO Bam 310 xo4eTcs, a noTomMy 4TO Bbl
©ecnokouteck 0 ero 6e30nNacHOCTM 1 BCcerga roToBbl EMY MOMOYb.

3. KomnbtoTep ¢ nogkntoveHnem k MIHTepHeTy JosmKeH HaxoauTbes B obLuert KoMHaTe nog NpucMoTpoM
poauTenen.

4. |/|Cﬂ0ﬂb3yIZTe cneunanbHble OeTCKMe NonCckoBble MaLUNHbI.

5. Micnonb3yiite cpeacTBa OnoKMpoBaHMS HEXeNnaTeNnbHOro KOHTEHTA Kak JOMOSIHEHNE K CTaHOAPTHOMY
PoanTtenbckomy KOHTPOTHO.

6. Co3paiite ceMenHbIn 3NEKTPOHHbIN LUK, YTOObI HE NO3BONUTL AeTAM UMeTb COOCTBEHHbIE aapeca.

7. BnoknpynTte gocTyn K caitam ¢ 6ecnnaTHbIMU MOYTOBBLIMU ALLMKAMMK C MOMOLLbI0 COOTBETCTBYHOLLETO
nporpaMmMHoOro obecneyeHus.

8. MpuyunTe pgeten coBeToBaThCs ¢ Bamu nepen onybnvkoBaHWeM Kakon-nnbdo nHdopmaumum
cpencTBaMuy 3NEKTPOHHOW MOYTbI, YaTOB, PEMMCTPaALMOHHBLIX (hopM U Npodrnen.



9. Hayuute geten He 3arpyxatb annbl, NporpamMmmMbl UK My3biKy 6e3 Ballero cornacusi.
10. He paspeluainte getsam ncnonb3oBath Cry6bl MTHOBEHHOrO 06MeHa coobLeHnamu.

11. B "Genbin" cnncok canToB, paspeLleHHbIX AN NOCeLLeHWs, BHOCUTE TOMbKO CanThbl C XOPOLUEN
penyTaumen.

12. He 3abbiBante 6ecenoBathb ¢ AeTbMU 06 ux Apy3bsax B IHTepHeTe, Kak ecnu 6bl peydb Lna o Apy3bsix
B pearibHOM XN3HW.

13. He penawte "Taby" 13 BONpocoB NOMOBON XM3HU, TaK kak B IHTepHeTe AeTn MOoryT nerko HaTKHYTbCA
Ha nopHorpadguio Unn canTbl "gna B3pocnbIX".

14. MNpuyynTe Bawero pebeHka coobiatb Bam 0 ntobbiX yrpo3ax unum TpeBorax, CBA3aHHbIX C
NHTepHeTom. OcTaBanTeCb CMOKONHBIMW U HANOMHUTE AETAM, YTO OHM B 6€30MacHOCTM, ecrnv camu
pacckasanu Bam 0 CBOMX TpeBorax. [loxsanuTe nx n nocoBeTynTe NogovTK eLle pa3 B NOA06HbIX
cnyyasx.

Bospact geten ot 9 go 12 net

B naHHOM Bo3pacTe oeTu, kak NpaBuIio, ye HacrbllaHbl O TOM, Kakas MHopMaLus CyLLecTByeT B
NHTepHeTe. CoBepLLUEHHO HOPMATIbHO, YTO OHU XOTAT 3TO YBUAETb, NPOYECTb, yCnblwaThk. [py 3TOM
HY>XHO MOMHUTb, YTO [OCTYN K HEXenaTenbHbIM MaTepuanam MOXHO ferko 3abnokvpoBaTs Npy NOMOLLM
cpencTs Poantenbckoro KOHTPonsi.

CoBeTbl No 6e3onacHocTy Ana geten ot 9 oo 12 net

1. Co3gaiiTe CNMCOK AOMAaLLHUX NpaBun noceleHunss IHTepHeT npu yyacTum geTteii n Tpebyiite ero
BbIMOSTHEHUS.

2. TpebyiiTe oT Baluero pebeHka cobnogeHnsi HOPM HaXOXOEHNS 3@ KOMMbIOTEPOM.

3. Habniopaiite 3a peGeHkom npu paboTe 3a KOMMbIOTEPOM, NoKaxuTe eMy, 4To Bl GecrniokonTech o ero
6e30MacHOCTM 1 BCera roToBbl OkasaTb eMy NOMOLLb.

4. KomnbloTep ¢ nogkntoyeHnem B VIHTepHeT JoMmKeH HaxoauTbes B 06OLLEeN koMHaTe nog NpUCMOTPOM
poauTenen.

5. Ncnonb3ynte cpeactsa GrnokMpoBaHNs HexenaTernbHOro KOHTEHTa Kak AONOMHEeHWe K CTaH4apTHOMY
PoautensckoMy KOHTPOIHO.

6. He 3abbiBanTe npuHMmaTh HENOCPeACTBEHHOE y4acTue B xu3Hu pebeHka, 6ecegoBaTb C AeTbMu 00
ux Apysbsax B IHTepHeTe.

7. HactamBawTe, 4Tobbl 4€TN HMKOTAA HE COrnallanmcb Ha NMYHbIe BCTPEYN C Apy3baMu no VIHTepHeTy.

8. MNo3BonsanTe geTsaM 3axoauTb TONbKO Ha calTbl U3 "0enoro” cnucka, KOTOpbI co3aanTe BMECTe C
HUMU.

9. MNpuyynTte geTen HUKOrga He BblgaBaTb NIMYHYHO MHGOPMAaUUIO CpeacTBaMm SNEKTPOHHOM MOYThI,
4yaToB, CUCTEM MIHOBEHHOIO OOMeHa COOBLLIEHMAMM, PETMCTPALMOHHBIX OPM, NTIMYHBIX Npodunen n npu
perncTpaumm Ha KOHKypCbl B VIHTepHeTe.



10. MNpuyunTte geten He 3arpyxartb nporpaMmmbl 6e3 Bawero paspelieHuns. O6bACHUTE UM, YTO OHU MOTYT
Crny4YanHo 3arpy3vTb BUPYChI MW OPYroe HexenaTenbHoe nporpaMMHoe obecneveHue.

11. Cosgaiite Bawemy pebeHKy orpaHnyYeHHYH yYeTHYH 3anuck Ans paboTbl Ha KOMMbOTEpE.

12. MNpuyynTte Bawwero pebeHka coobuwate Bam 0 N0BbIX yrpo3ax unm TpeBorax, CBA3aHHbIX C
WHTepHeToM. HanoMHuTe geTtsam, 4To OHM B 6e30nacHOCTH, eCriv cammu pacckasanu Bam O CBOUX
TpeBorax n onaceHusx.

13. Pacckaxute getam o nopHorpadum B HTepHeTe.

14. HactamnBarite Ha ToM, YTOObI 4eTN NPEAOCTaBMANM BaM LOCTYM K CBOEW 3NIEKTPOHHOM NoyTe, YTobbI
Bbl y6eannuncb, 4To OHM He O0LWaTCs C HE3HAKOMLIAMN.

15. O6BSACHNTE AETAM, YTO HEMb3s UCMOSb30BaTb CETb AN XYNUraHCcTBa, pacnpoCcTpaHeHUs CnneTeH
Unu yrpos.

Boapact geten ot 13 go 17 net

B aTOM BO3pacTe NoApOCTKN aKTUBHO MCNOMb3YHT MONCKOBbIE MALUMHbI, MOSb3YOTCS 3IEKTPOHHOW
noyToun, cnyx6amm MrHOBEHHOro obMeHa coobLLEeHNsIMM, CKaunBakoT My3biKy 1 dounbmMbl. Manbynkam B
3TOM BO3pacTe bornbLue N0 HpaBy CMeTaTb BCE OrPaHNYEHNS, OHW XaxKayT rpyboro romopa, a3apTHbIX
Urp, KapTUHOK "Ang B3pocnbix". [JeBoYkn npegnoymTatoT obwaTbCs B YaTax, Npy 3TOM OHW ropasgo
Bonee 4yBCTBUTENbHbI K CEKCyarnbHbIM JOMOraTenscTBam B VIHTepHeTe.

3avacTyto B JaHHOM BO3pacTe poauTeNsM yKe BeCbMa CIIOKHO KOHTPONMPOBaTb CBOUX AeTeW, TaK Kak

06 VIHTepHeTe OHM yxKe 3HaloT 3HaYMTernbHO BornbLue CBOMX poautenen. Tem He MeHee, He OTnycKkanTe

aeten B "cBobogHoe nnasaHune" no MHtepHeTy. CTapantecb akTMBHO y4acTBOBaThb B 06LIeHUN pebeHka
B VIHTepHeTe.

BaxHo no-npexxHemy cTporo cobntoaate npaeuna MHTepHeT-6e30nacHOCTU - cornallueHme Mexay
poouTenamu u fetbMu. Kpome Toro, HEO6X0AMMO Kak MOXHO Yallle MpocMaTpuBaTh OTYETbI O
fesiTenbHoCTU fieTel B MIHTepHeTe. CnegyeT o6paTuTh BHUMaHME Ha He0BX0aMMOCTb CoaepKaHus
poauTenbCKUX Naponein (naponen agMUHUCTPaTOPOB) B CTPOrOM CeKpeTe U 06paTuTe BHUMaHWE Ha
CTPOrocCTb 3TUX Maposen.

CoBeTbl N0 6e3onacHoCcTM B 9ToM Bo3pacTe oT 13 go 17 net

1. Cospgante cnncok AoMallHMX NpaBun nocelleHns NHTepHeTa npy y4acTum nogpocTKoB U TpebynTe
©e3ycrnoBHOro ero BbiNonHeHunsi. ObroBopuTe ¢ pebeHKOM CMMCOK 3anpeLLeHHbIX CanToB ("4epHbIn
cnucok"), yacel paboTbl B VIHTepHeTe, pykoBOACTBO Mo 0bLeHnto B IHTepHeTe (B TOM Yucrie B YaTax).

2. KOMﬂbFOTep C NoAKIo4YeHnem K cetu MHTepHeT [OIKEH HaxoaMTbCs B 00OLLEN KOMHATE.

3. He 3abbiBaiiTe 6ecenoBaTh ¢ AeTbMM 00 UX ApY3baX B VIHTEPHETE, O TOM, YEM OHU 3aHSITbl Tak1UM
ob6pasom, 6yaTo pedb UOET 0 ApY3bsX B peanbHol XunsHu. CnpalwivsaiTe o NOASX, C KOTOPbIMU AeTH
obuwarTca NnocpeacTBoM crnykb MrHoBeHHOro obmeHa coobLeHnsMU, YTobbl YOeanTbes, UTo 3T Nau
MM 3HAKOMblI.

4. Vicnonb3yviTe cpeacTBa 6rIOKMPOBaHNS HEXXeNaTeNbHOrO KOHTEHTa Kak AOMNOMHEHNe K CTaHAapTHOMY
Poautenbckomy KOHTPOSHO.



5. Heobxooumo 3HaTb, KakuMmy YaTamum nonb3yTca Bawm getu. MNMoowpsanTte ncnonb3oBaHne
MOAEPVPYEMbIX YaTOB M HacTamBanTe, YTOObI AeTU He 0bLanncb B NPUBATHOM PEXMME.

6. HactanBaiTe Ha TOM, YTOObI AETW HMKOTAA He BCTpe4alnmncb JIN4HO C Opy3bAMU N3 CETU MHTepHeT.

7. MpuyuynTe geTen He BbiAaBaTb CBOIO MUYHYO MHDOPMALNIO CpeacTBaMM SNIEKTPOHHOW MOYThI, 4aToB,
CHUCTEM MTHOBEHHOro 0bMeHa coobLLEeHNSAMM, PErMCTPaLMOHHBIX (DOPM, MUYHBLIX NPOdUIEn 1 Npu
perncTpaumm Ha KOHKypcCbl B VIHTepHeTe.

8. MpuyunTe geTein He 3arpyxaTtb NnporpaMmmMbl 6e3 Baluero paspelueHusi. O6bACHATE UM, YTO OHM MOTYT
cnyyaliHo 3arpy3nTb BUPYCbI UK APYroe HexenartenbHoe nporpammHoe obecrnedeHue.

9. MpuyunTe Bawero pebeHka coobliats BaMm 0 fnobbix yrpo3ax Unmn TpeBorax, CBA3aHHbIX C
WHTepHeToM. HanoMHuTe geTam, 4To oHM B 6e30nacHOCTK, ecriv caMmmn pacckasanu BaM, O CBOUX yrpo3ax
unu Tpesorax. [loxBanute nx n NOCOBETYNTE NOAONTU eLle pa3 B NOAOOHbIX Cryvasx.

10. PacckaxuTe getam o nopHorpadum B MiHTepHeTe. MNomornte um 3awmutmuTbCs OT cnama. Hayuute
NMOAPOCTKOB He BblAaBaTb B VIHTEpHETe CBOEro peanbHOro 3NeKkTPOHHOro agpeca, He oTBeYvaTb Ha
HexxenaresbHble NMCbMa ¥ UCMONb30BaTh CreumanbHble MOYTOBbIE (PUNBLTPbI.

11. MpuyynTe cebsa 3HAKOMUTLCA C caTaMu, KOTOpble MOCeLLaloT NOAPOCTKN.

12. Hayuute geTen yBaxaTtb ApYrux B UHTepHeTe. YbeauTech, YTO OHM 3HAIOT O TOM, YTO NpaBuna
XOPOLLEro NoBeAeHUs OeNCTBYIOT Be3e - AaXe B BUPTyaribHOM MUpe.

13. O6BSACHNTE AETAM, YTO HU B KOEM Cry4ae Hemnb3s Ucrnosnb3oBaTb CeTb ANs XynuraHcTea,
pacnpocTpaHeHWsl CNEeTEH UK yrpo3 APYrnM FH0asIM.

14. O6cyanTe ¢ NnoapocTKaMm NPoGieMbl CETEBbLIX a3apTHbIX UIP Y UX BO3MOXHbIA puck. HanomHuTe, 4yto
[EeTV He MOTyT Urpatb B 3TV UrPbl COrMacHO 3aKoHY.

[MOCTOSAHHO KOHTPONUPYNTE Ucnonb3oBaHne ViHTepHeTa Bawnm pebeHkom! OT0 He HapyLueHue ero
NNYHOro NPOCTPaHCTBA, a Mepa NPedoCTOPOXHOCTU U NposBreHne Ballen poamTenbcKon
OTBETCTBEHHOCTU 1 3a60ThI.



